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Dear Client:

Protection of your personal information
is extremely important to us. Our

firm utilizes best practices guidelines
established by the Internal:Revenue
Service in.our office procedures.

This may mean that we have set up
additional security protocols when
preparing or filing your incormne tax
returns. Some of the ways that the state
tax agencies are protecting your identity
is by requiring picture ID’s whenfiling
your tax return or utilizing security codes
to electronically file your return.

We know that some of these security
measures may be frustrating or delay the
filing of your tax return. However, the IRS
has seen a significant reduction in the
release of fraudulent tax refunds by
using these security measures to protect
both you and the federal and/or state tax
agencies.

In.this newsletter we cover how fraud
can occur and what you can:-do if you
suspect fraudulent activity in the use of
your social security number or through
the theft of credit card or bank
information. The IRS will assist in the
case of fraudulent use of your social
security number -and has established
procedures to help taxpayers.

While we can help with other types of
identity theft, the best place to start is with
the FTC website, identityTheft.com.
Through this site you-can get help with
reporting and recovering from identity
theft. The website takes you

through the process of identifying what
happened, build a recovery plan, ancl how
to put the plan into action.

And for those clients thinking about
retirement and what your potential tax hit
may be we have provided the ten most
common sources of retirement income
and how they are taxed for federal
income tax purposes.

Our office is-available to help you with
any of your tax related questions.
Contact us anytime there are changes
to your personal situation that may
affect your tax-liabitity.

R E Duncan & Company
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2826 Philadelphia Dr.
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How 10 Types of Retirement

Income Get Taxed

hen you are planning for retrement,
W itisfunto contemplate allthe cruis-
es, rounds of golf, andrestaurantmeals
you have ahead of you. Youhave earnedif!

Unfortunately, many retirees discover too
late thatthe funtimesmayhaveto be
curtailed by 10%, 15% or more—the
cumulativeimpact of federalandstate
taxes on withdrawals from their nest
€ggs. Indeed, most forms of retirement
income— including Social Security
benefits, as well as withdrawals from your
401({k)s and fraditional IRAs— are subject
tofederaltaxes. Andunlessyouliveinone
of ninestateswithnoincome taxes at all
{Alaska, Florida, Nevada, New Hampshire,
South Dakota, Tennessee, Texas,
Washington and Wyoming), you can expect
yourhome state to collecttaxes fromyou
in retirement as well.

Takealook atthetaxbilsyou arelikelyto
face on the sources of retirementincome.

1. Traditional IRAs, 401(k)s and
403(b)s

Savers love these tax-deferred retirement
accounts because they do not pay taxes
on theircontributions. Their contributions
reduce their taxable incomes, saving them
money on theirtax billsin the current year.
Theirsavings, dividendsandinvestment
gainscontinueto grow onatax-deferred
basis.

What they tend to forget is that thisis tax
deferral, not avoidance and they have to
paytaxesdownthelinewhentheyretire
and start taking withdrawals. The taxes
apply to both the contfributions and any
gains. And at some point, you must with-
draw money from the accounfts: Required
minimum distributions (RMDs) kick in at
age 70 forholders of traditional IRAs

and 401 (k}s. You
will start out

withdrawing about
3.65% of the cumu- ,
lative value of all

The percent-
age that
the IRS
requires
you to
with-
draw
eqach year
goes up as
you get
older.

The taxrate you pay onyour fraditional

IRA and 401 (k] and 403(b) withdrawals
wouldbe yourordinaryincometaxrate,

whichistypically higherthanthe more

advantageous long-term capital gains tax
rate.

2. Roth IRAs

RothiRAscome withabiglong-term

tax advantage: Unlike their401 (k) and
traditional IRA cousins—which are funded
withpretax dollars—youpay the taxeson
your contributions to Roth IRAs up front,
sO your Roth withdrawals are

tax-free once you retire.

Oneimportant caveat s that you must
have heldyouraccountforatieast
five years before you can take tax-
free withdrawals. And while you can
withdraw the amount you contributed
atanytimetax-free, youmustbe at
leastage 59'%to be able to withdraw
the gains without facing a 10% early-
withdrawal penalty.
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Identlty Theft

If you suspect you are the victim of financial fraud, whether it be

use of your credit card, funds withdrawn from your bank account,
fraudulent tax return filed using your personal identity there are
steps that must be taken to begin the process of resolving the

. Report the crime to the police

|mmed|oTer.GeT acopyofthepolice
report or case number, Creclit card
companies, the bank, or insurance

companies may ask for the referenceto -

verify the crime.

Immediately contact the credit card
issuers. Getreplacementcardswith
new account numbers and ask that the
old account be processed as” account
closed at consumer's request"” for
creditrecordpurnoses. Follow up with
aletterio the credit card company that
summarizes the request in writing.

Callthe fraud urits of the three-credit
reporting bureaus to report the theft.
Ask that the accounts be flagged. Also,
add avictim'sstatement tothereport
requesting contact to verify furure

credit applications.

x: Equifax Sredit Information Services-
Consumer Fraud Division

P.O. Box 740256

Atlanta, GA 30374

Call: (888) 746-0008
Website: www.equifax.com

¢: Experian
P.O. Box 9554
Allen, TX 75013-9554
Call: (888) EXPERIAN (397-3742)
Website: www.experian.com

&+ Trans Union Fraud Yictim
Assistance Dejrartment

P.O. Box 2000

Chester, PA 19016-2000

Call; (800) 680-7289

Website: www . transunion.com

Notify the Socicl Security
Administration’s Office of Inspector
Generalifthe SocialSecurity Number
has been usedfraudulently.

File a complaint with the Federal Trade
Commission.

BY PHONE: Toll-free
1-877-1D-THEFT {438-4338),
TTY 1-8646-653-4241

BY MAII; Consumer Response
Center, Federal Trade Comimission,
600 Pennsylvania Ave, NW,
Washing? ton, DC 20580

o

WEBSITE: www.consumer.ftc.gov

To file a complaint or get free
information about consumer issues
from the Federal Trade Commission:
o PHONE: 1-877-382-4357

o TTY:1-866-653-4261

o INTERNET: ftc.gov

o Free annual credit report:
www.annualreport.com

Credit Counselors

© Most credit counselors offer services

- throughtocal offices, the internet, or on
. the telephone. Many universities, military
. bases, credit unions, housing authorities,

: and branches of the US. Cooperative

. Extension Service operate nonprofit

. credit counseling programs. A financial
- institution or local consumer protection

© agency may also be good sources of

- information and referrals.

* Choosing a Credit Counseling

: Organization

: Reputable credit counseling organizations
: advise onmanagingmoney anddebts,
. help develop abudget, andusually offer
. free educational materials and workshops.
. Counselors are certified and trained inthe
. areas of consumer credit, money and debt
;. management, andbudgeting.

. Consumer Credit

: Counselors discuss the person's entire
. financialsituationand help develop a
. personalized plan. A reputable credit
. counseling agency should send free

. informationabout the servicesit provides
. without requiring any details about the

- individual's situation. If a firm doesn't

. do that, considerit ared flag and go

. elsewhere for help. Check out potentici

. credit counseling agencies with the

. state Attorney General, local consumer

. protection agency, and Better Business

: Bureau,

. Debt Management Plans:
. How a Debt Management Plan

Works

: Moneyis deposited each monthwith
. the credit counseling organization. The
: organizationuses the deposits to pay
© unsecureddebts, such as creditcard
o bills, studentioans, and medicatbills, :
accordingto aplannedpaymentschedule. :

. Creditors may agree to lower interest rates
. andwaive certainfeesbut checkwithall
. the creditorsto be sure that they offer

. the concessions thata creditcounseling

. organization describes. A successful debt
: management plan requires regular timely
: payments and could take 48 months or

. longer to complete.

: Avoid organizations that push a debt
: management plan as the only option
. before they do an analysis of the
' individual's financial situation.

. Debt Negotiation

: Programs

. Debtnegotiationisnotthe same thing as
. credit counseling or a debt management
: plan.ltcanberisky andhave anegative
© impact on the individual's creditreport.
: Many states have laws regulating

' debtnegotiation companies andthe

. services they offer. Just because a debt
. negotiation company describes itself

. as a “nonprofit” organization, there's

: no guarantee that the services offered

. are legitimate. Most debt negoftiation

: companies charge consumers substantial
- fees for their services, including a fee
. to establish the account with the debt
. negofiator, a monthly service fee, and
. final fee of a percentage of the money
: supposedly saved.

| Tip-Offs

: Be careful of debt negotiation companies
5 that:

41 Guarantee they can remove unsecured

debt.
11 Promise that unsecured debts can be
paid off with pennies on the dollar.
4: Require substantial monthly service
fees.

. 11 Demand payment of a percentage of

savings.

st Tell the individual to stop making
payments or communicating with
creditors,

11 Require the individual to make monthly
payments to them rather than the
creditor.

#: Claim that credifors never sue
consumers for non-payment of
unsecured debt.

11 Promise that using their system will
have no negative impact on the
individual's credit report.
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Identity Theft and Your

ouridentity and money
Y canbestolenina

tax-related scam via email
{("phishing"), fax, phone, or
letters. Some recent exarnples
of identity theft scams are:

1 Refund scam. A bogus
email, claiming to come
fromthe RS, talls you that
you are eligible to receive

a tax refund for a given
amountifyou just follow
theinstructionsinthe email.

2+ Inherited funds, lottery winnirgs, and
cash consignment scams. A bogus
emall, claiming to come fromthe U S.
Department of the Treasury. nctifies
you thatyou willreceive millions of
dollarsif you follow the instructions
inthe email. Thismay be amuiti-step
scheme thatincludesinstructions
foryouto deposittaxes onthe funds
before they canbe paidoutorthe
issuance of a phony check on which
youmustpay 10%tax before the
check can bedeposited.

:1 EFTPS scam. A bogus email, claiming
to come from the IRS, contains a
redlistic-lookirgscreenshot ofthe IRS
website withamessage about fraud
attempltsregardingyourbank account.
The email states that the bank
accountcanbe unblockedifyoujust
click alink and provide information.

2 EIN scam. A bogus fax, claiming to
be from the IRS, informs you that
youhavefailedtosubmitrequired
bank account details. You are asked
tofaxbackaformthatrequestsyour
EIN, bank information, and officer
signatures.

¢ Notify the IRS if you receive a tax-
related phishing email, do not click
on the links or cpen any attachments,
Forward the ernail to phishing@irs.gov
or call the IRS at 800-829-1040.

How the IRS Contacts Taxpayers

£: The IRS will never initiate contact
withyouby emailoranysocicimedia
tools fc request personal or financial
information.

i1 It is highly unlikely that the IRS will
initiate contactby fax orphone call.
You can call the IRS at 800-829-
104010 verify that anunexpectedfax
or phone callislegitimate.

Fraudulent
. Tax
The IRS will never Returns
initiate contact with An identity
you by email or any thief might
social media tools to gé‘z ié?w
rgques.t p'ersonal or Security
financial information. Number 1o
fraudulently
file a tax
return and

. refund. You could be completely unaware
. thatyouridentity hasbeen stolen until

. yourretumisrejectedfore-filingoryou
. getaniRSnofice orletterindicating

. that your electronically filed return is

. rejected because the Social Security

Number belonging to you, your spouse,

. oradependenthas already beenusedon
- another tax return.

This situation can occur because of

a mistyped number or dispute about
claiming a dependencyexemption.
Such cases do not necessarily indicate
identity theft.

- If your return has been rejected
because of apreviously used Social
Security Number, it cannotbe e-filed.
You must file a paperretumn.

Ifyoureceive anlIRSnoficestatingthat:

:: More than one return was filed in your
name for the year,

1 You have a balance due, refund offset,
orinitiation of collectionactionfora
yearwhenyou did notfile areturn, or

IRS records indicate that you received
wages from an employer you didn’t
work for.

Respond immediately to the nome and
: phone number printed on the IRS notice
. orletter. Youwillbe askedtocomplete

Form 14039, Identity Theft Affidavit, and

. provide identifying information.

IRS Identity Protection

Specialized Unit (IPSU):
Ifyou believethereis arisk ofidentity

. theft due to lost or stolen personal
. information, contact the IPSU

. immediately so the agency cantake
. actiontfosecureyourtaxaccount.

22 Call 800-908-4490.

21 You will be asked to complete Form
14039, Identity Theft Affidavit.

- Inall likelihood our office
- will be notifying clients

© of anissue with the

. electonic filing of the
:individual income tax

. return. The return may be
. rejected indicating that a

- social security number on the tax return
: wasdalready usedonapreviously filed tax
. retum. We are available to assist you with
. anyquestionsorconcernsregarding the
. filing of yourindividualincome tax retum.
: Contactusifyou suspect fraudulent use
. ofyoursocialsecurity numberthrough
. activityonyour creditreport orfrom other
- financial institutions.

- Form 14039, Identity Theft
- Affidavit:
Form 14039 has two purposes.

1} Informs the IRS you are an actual or
potential victim of identity theft that
has or could affect your tax account.

: 9 Requests that the IRS mark your

account fo identify any questionable
activity. You must provide details of
the actual or potentiatidentity theft
situation, tax years impacted {if
known}, address and other contact
information, and a photocopy of valid
govemment-issued identification.

. Identity Protection PIN (IP

: PIN) Program:

: IfthelPSUdeterminesthatyoudohave
. atax-reloted identity theft problem, the
- IPSU willresearch your account, identify
1 thelRS business unit handling the case,
: andmonitorthe case to ensureitis being
© handled in a timely manner.

The IRS may issue you an identity
Protection PIN (IP PIN). The
computer-generatediP PINhas six
digits andis specific to the taxyear for
which it was provided.

1+ The IRS issues IP PINs fo allow
a legitimate taxpayer's return to
bypasstheidentity theftfilter,
preventfraudulentreturnsfrombeing
processed, and minimize taxpayer
burden associated with potential
delayswhen areturnfailsone ormore
of the identity theft filters.

i Anew IP PIN will be issued to you
every filing season as long cs the
identity theft indicator
remains on your occount/_i.é
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How 10 Types of Retirement Income Get Taxed

continued from paqe

3. Social Security

Once upon a time Social Security

benefitswere tax-free, but that all

ended with the signing of the Social

Security amendments in1983.

Currently, depending on your "provisional

income,” either 50% or 85% of your

social security may be taxable. To
determine your provisionalincome, take
your modified adjusted grossincome, add
half of your Social Security benefits and
addallof yourtax-exemptinterest. lfyou
are married and file taxesjointly, here's
what you'll be looking at:

11 1f your provisional income is less
than $32,000 ($25,000 forsingles),
there’snotax onyour Social Security
benefits,

i 1f your income is between $32,000
and $44,000 {$25,000 to $34,000
for singles), then up to 50% of your
Social Security benefits can be taxed.

4 1f your income is more than $44,000
($34,000 for singles), ther up to
85% of yourSocialSecurity bhenefits
are taxable.

11 1f you file married filing separotely
andlivedwithyourspouse at any time
during the year then 85% of your
social security benefits are taxable
regardless of the provisionalincome,

4. Pensions

Most pensions are funde dwith pretax
income, and that means the ful
amount of your pansion income would
be faxable. Payments from private and
government pens ons are usually faxable
at your ordinary income rate, assuming
you made no after-tax contrib utions to
the plan.

5. Stocks, Bonds and Mutual Funds

Sales of stocks, bonds and mutual funds
thathavebeenheldformore thana
year are taxed af long-term capital gains
rates. These rates can be quite favorable,
For tax year 2018, if you're single and
earn up o $38,400 or married fiing
jointlyand earnup to $77,200, aains are
entirely fax-free up to a certain amount,

Forhigherincomes, the rates go up. The
nextlevelis 15% (singles with incomes

between $38,600 and $425,802, and

married couples naking $77,200 to

$479,000). For those with incomes above

those amounts, the top level is 20%.

Short-term capital gdins from sales of
investments held for under a year are
taxed at your ordinary income tax rate,

6. Annuities

There's a good chance that some (or
all) of the income you receive from any
annuity you own is taxable.,

If you purchased an annuity that provides
Income in retirement, the portion of the
payment that represents your principal
is fax-free; the rest is taxable. For
instance, if you purchased an annuity
with $100,000 and in 10 vears it is
worth $190,000, you would only pay
tax on the $90,000 of interest earned.
The insurance company that sold you
the annuity is required to tell you what is
taxable.

Differentrules applyif you bought the
annuity with pretax funds (such as from
afraditional IRA}. Inthat case, 100% of
your payment willbe taxed as ordinary
income. Inaddition, be aware thatyou'l
havetopay any taxes thatyou owe on the
annuity at your ordinary income-tax rate,
notthe preferable capitalgainsrate.

7. Life Insurance

life insurance proceeds paid 1o a
beneficiary because of the insured
person’s death are not taxable.

Astoralifeinsurance policy withacash
value component, under IRS rules, the
cash value withdrawn from a life
insurance policy is tax-free as long as it is
structured properly and doesn’t become a
Modified Endowment Contract (MEC),

8. Dividends

Dividends are the profits gained from
stocks. There are two types of dividends,
taxed at different rates. Qualified

dividends— the most common type that
investors typically encounter— are taxed
at long-term capital gains rates, Andnon-
qualified dividends are taxed at your
ordinary income taxrate, whichis usually
higher than the capital gains rate.

To be considered as “qualified,”
dividendsmustbe held foraminimum
of 60 days during a 120-day period
whichbegins 60 days previous to the ex-
dividend date. The ex-dividend date is the
day after a company distributes dividend
payments 1o its shareholders.

Note thatifthe dividendsstem froma
tax-deferred account funded with pretax

dollars (like a 401 (k) or IRA) and the
dividends are reinvested, then they aren't
subjecttotaxesatthattime. Butwhen
you start making withdrawals, they willbe
taxed at your ordinary income taxrate.

9. Municipal Bond Interest The
interest on a municipalbond is not
taxed at the federallevel, but capital
gains from the sale of these bonds can be
taxed. Interestfrombondsissuedinan
investor'shomesstateis usually exempt
from state income taxes, too.

Keep in mind that although municioal
bonds are tax-free, interest eamed will be
factored into calculating Social Security
provisional income.

10.  CDs, Savings accounts and
Money Market Accounts

Interest payments on CDs, savings and

money marketaccounts are taxed atyour

ordinary income taxrate.

Contactusifthe source of yourincome
changesto determine the change to your
potential fax liability,

Identity Theft

continued from page 2

i1 Claim fhot they:can remove
accurate negative information
from the individual's credit report.

_Protect Yourself

i1 Never prowde personol financial
:mformohon over the phone or
- internetif you did not initiate
- the contact. Instead, call the
compcny yourself for verification.

11 Do not be intimidated by an email
or phohe call. Any. communication
suggesting dire consequences
for failing to provide or verify

i nancial lnformohon should be

ignored.

1 Review uccoum‘ stafemenfs
regulorly 16 ensure allcharges are
correct. If your account statement

- Is late inamiving, contact the
,Iendmg mstnuhon immediately.

i Don' 't foH for an IRS Tmposter.

L The IRS does not send out
: f unsohc;ted emoﬂs asking for

alir ormcmon

%
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